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DETAILED ACTION 

1. This Office Action is written in responding to the Election received on 
07/05/05. 

2. Applicant elected group I, which includes claims 1, 4-25, 28-41, and 48-50. 

3. Claims 2-3, and 26-27 were previously canceled. 

4. Claims 1, 4-25, 28-50 are pending. 

Claim Rejections - 35 USC §112 

5. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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6. Claims 1-17 and 22-24 are rejected under 35 U.S.C. 112, second paragraph, 
as being indefinite for failing to particularly point out and distinctly claim 
the subject matter which applicant regards as the invention. 

7. Claims 1 recites the limitation "a first secure bitstream" in third line from 
the end of the claim paragraph. There is insufficient antecedent basis for 
this limitation in the claim. Examiner assumes that the applicant meant, 
"the secured bitstream encrypted by the first key". Appropriate correction 
is necessary. 

8. Claim 22 recites the limitation "the FPGA" in the 2 nd lines of the claim. 
There is insufficient antecedent basis for this limitation in the claim. 
Examiner assumes that the applicant meant "the FPGA chip". Appropriate 
correction is necessary. 



Claim Rejections - 35 USC § 102 
9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 
that form the basis for the rejections under this section made in this Office 
action: 



A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
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only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

10. Claims 1, 4-5, 9, 11, 13, 25, 28, 33, 35, and 37 are rejected under 35 
U.S.C. 102(e) as being anticipated by Lawman, US/6028445. 

11. As per claims 1 and 25: 

Lawman discloses "A method comprising: fabricating a first plurality of FPGA 
integrated circuits, with a first secret key embedded by way of a first mask set (Col 5 
lines 39-45 and lines 20-30, user logic is the key); and "fabricating a second plurality of 
FPGA integrated circuits with a second secret key embedded by way of a second mask 
set" in (Col 5 lines 54-62, Col 7 lines 40-45, configure other portion with user logic), and 
"loading an unencrypted bitstream into one of the first plurality of FPGA integrated 
circuits (decoder or encoder) to generate a secure bitstream using the first secret key" 
in (Col 7 lines 25-45); "wherein the first secure bitstream will be configured properly 
user-configurable logic of the first plurality of FPGA integrated circuits but not the 
second plurality of FPGA- integrated circuits" in (Col 7 lines 25-45). 

12. As per claims 4 and 28: 

Lawman discloses "The method of claims 1 and 25 wherein the first plurality of FPGA 
integrated circuits with the first secret key are assigned to a first geographic area and 
the second plurality of FPGA integrated circuits with the second secret key are assigned 
to a second geographic area" in (Col 7 lines 35-45). 
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13. As per claims 5, 9, and 33: 

Lawman discloses "The method of claims 1 and 25 wherein the first plurality of FPGA 
integrated circuits with the first secret key are fabricated in a first time period and the 
second plurality of FPGA integrated circuits with the second secret key are fabricated in 
a second time period, different from the first, time period" in (Col 7 lines 35-45). 

14. As per claims 11 and 35: 

Lawman discloses "The method of claims 1 and 25 wherein there are random* 
differences between artwork of the first and second plurality of FPGA integrated circuits 
in addition to the different embedded secret keys" in (Col 5 lines 60-67). 

15. As per claims 13 and 37: 

Lawman discloses "The method of claims 1 and 25, wherein the first secret key is 
embedded by setting an initial state of a selection of memory cells in a device 
configuration memory of the FPGA integrated circuit" in (Col 5 lines 20-25). 

Claim Rejections - 35 USC § 103 

16. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 



(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

17. Claims 7-8, and 31-32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lawman. 

18. As per claims 7 and 31 : 

Lawman discloses the method of claims 1 and 25. However Lawman does not 
teach the first plurality of FPGA integrated circuits with the first secret key are assigned 
exclusively to a first customer and the second key to a second customer. Nevertheless, 
Lawman does teach a key storage memory (Col 5 lines 10 to 11) and the configuration 
program logic (Col 3 lines 5-21). Therefore, it would have been obvious at the time of 
the invention was made for one have ordinary skill in the art that Lawman invention 
does have capability to create exclusive rights for the usage of the key to a particular 
customer. 

19. As per claims 8 and 32: 

Lawman discloses the method of claims 5 and 29. However, Lawman does not 
teach the first time period is about the same duration as the second time period directly. 
Nevertheless, Lawman does teach a capablily of programming the PLD to utilizing two 
keys at once (Col 5 lines 40-59). Therefore, it would have been obvious at the time of 
the invention was made for one have ordinary skill in the art that the PLD can encrypt 
the bitstream at the same time period. 
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20. Claims 6, 10, 30 and 34, are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lawman in view of Kean et al, US Patent No. 629201 8B1, 
hereinafter "Kean" (Cited in PTO-892 dated 08/09/04). 

21. As per claims 6 and 30: 

Lawman discloses the method of claims 1 and 25. However, Lawman does not 
teach the only one mask differs between the first and second mask sets. Nevertheless, 
Kean does teach the one mask differs between the first and the second mask sets (Col 
30 lines 33-60). Therefore, it would be obvious at the time of the invention was made 
for one of ordinary skill in the art to combine both teachings to switch the masking at a 
fast rate. 

22. As per claims 10 and 34: 

Lawman discloses the method of claims 6 and 30. However, Lawman does not 
teach the one mask is a contact mask. Nevertheless, Kean does in (Col 29 lines 2-11). 
Therefore, it would be obvious at the time of the invention was made for one of ordinary 
skill in the art to combine both teachings to switch the masking at a fast rate. 
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23. Claims 12, 16, 18-21, and 36, are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lawman in view of Erickson et al, US patent No. 
6212639B1, hereinafter "Erickson" (Cited in PTO-1449 dated 10/15/01) 

24. As per claims 12 and 36: 

Lawman discloses "The method of claims 1 and 25". 

However, Lawman is silent on "the first and second secret keys are presented on 
wires of respective plurality of FPGA integrated circuits for only a limited duration". 

Nevertheless, Erickson discloses "the first and second secret keys are presented 
on wires of respective plurality of FPGA integrated circuits for only a limited duration" 
(Col 5 lines 7-17). 

Therefore, it would have been obvious at the time of the invention was made for 
one having ordinary skill in the art to modify Lawman to incorporate the renewal of the 
keys to provide additional security layer. 

25. As per claim 16: 

Lawman discloses "The method of claim 1 further comprising: loading an 
unencrypted bitstream into one of the first plurality of FPGA integrated circuits to 
generate a secure bitstream based on the first secret key" (Col 5 lines 39-45 and lines 
20-30, user logic is the key). 

However, Lawman does not specifically discloses "generate a secure bitstream 
based on the first secret key and an on-chip generated random number". 
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Nevertheless, Erickson discloses a method of generating a pseudo-random key 
in the Programmable Logic Device (Col 4 lines 28-40). 

Therefore, it would have been obvious at the time of the invention was made for 
one having ordinary skill in the art to incorporate the teaching of Erickson with Lawman 
to create a double encryption layer to better secure the configuration logic data. 

26. As per claim 18: 

Lawman discloses a method comprising: embedding a first secret key within the 
artwork of an FPGA integrated circuit (decoder or de-compressor, Col 7 lines 20-45, Col 
8 lines 12-63); storing second secret key within an encrypted FPGA bitstream stored in 
an external nonvolatile memory accessible by the FPGA (Col 2 lines 29-39, the 
configuration logic); decrypting the user-defined second secret key using the first secret 
key (Col 7 lines 20-45); 

However, Lawman does not discloses " setting up a secure network link between 
the FPGA and a server using the user-defined second secret key " 

Nevertheless, Erickson does discloses a method of setting a secure network link 
between the FPGA and another device, which utilizes the configuration data programs 
to operate as a public key cryptography circuit to establish a secure communications 
link in (Col 5 lines 40-60) 

Therefore, it would have been obvious at the time of the invention was made for 
one having ordinary skill in the art to incorporate the Erickson teaching to provide a 
secure communication link to download the configuration logic from a configuration 
device or server. 
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27. As per claims 19-21: 

Claim 18 is incorporated. Further, Lawman and Erickson disclose "the method of claim 
18 further comprising: downloading an FPGA bitstream using the secure network link" in 
(Erickson, Col 5 lines 40-60); "encrypting the downloaded FPGA bitstream using the 
first secret key" in (Lawman, Col 8 lines 40-63); and storing the encrypted downloaded 
bitstream in the external memory (Lawman, Col 8 lines 40-63). 

28. Claims 14-15, 17, and 38 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lawman in view of Plants, US Patent no. 6560743B2 
(Cited in PTO-892 dated 08/09/04). 

29. As per claims 14-15, and 38: 

Lawman discloses the method of claims 1 and 25. However, Lawman does not 
teach the first secret key is embedded by changes to a relatively large block of logic in 
the first plurality of FPGA integrated circuits and its value extracted using a CRC 
algorithm. Nevertheless, Plants discloses the "Cyclic Redundancy Checking of a Field 
Programmable Gate Array Having a SRAM Memory Architecture" invention, which has 
a CRC circuit to make sure the correct data is received (Col 2 lines 50-67 and Col 7 
lines 8-16). Therefore, it would have been obvious at the time of the invention was 
made for one have ordinary skill in the art to incorporate Plants CRC checking method 
into Lawman invention to add the data and key integrity checking mechanism. 
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30. As per claim 17: 

Lawman discloses the method of claim 1 further comprising: loading an 
unencrypted bitstream into one of the first plurality of FPGA integrated circuits to 
generate a secure bitstream based on the first secret key and an on-chip generated 
random number (Col 4 lines 28-39). However, Lawman does not teach the secure 
bitstream includes a message authentication code (MAC). Nevertheless, Plants does 
teach the implementation of the MAC or well know in the art the "signature" to check the 
validity of the data stream (Col 10 lines 65-67). Therefore, it would have been obvious 
at the time of the invention was made for one have ordinary skill in the art to incorporate 
Plants CRC checking method into Lawman invention to add the data integrity checking 
mechanism. 

Claim Rejections - 35 USC § 103 

31. the following is a quotation of 35 U.S.C. 103(a) which forms the basis for 

all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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32. Claims 22-24, and 48-50 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lawman in view of Candelore et al, US Patent no. 
6061449, hereinafter "Candelore" (Cited in PTO-1449 dated 10/15/01). 

33. As per claims 22 and 48: 

Lawman discloses a method comprising: storing a first secret key on an FPGA 
chip (See Claim 18). However, Lawman does not teach the causing of the FPGA to 
calculate a message authentication code (MAC) corresponding to a user design; and 
storing the message authentication code with bitstream information in a nonvolatile 
memory. Nevertheless, Candelore discloses the "Secure Processor with External 
Memory Using Block Chaining and Block Re-ordering" invention, which includes the 
generation of the MAC and storage device for keeping necessary info to receive the 
contents data and authentication data (Col 4 lines 45-64). Therefore, it would have 
been obvious at the time of the invention was made for one have ordinary skill in the art 
to incorporate both teaching to ensure high quality data protection. 

34. As per claims 23-24 and 49: 

Lawman and Candelore disclose the method of claims 22 and 48 wherein the 
detecting unauthorized alterations to the bitstream using the message authentication 
code and storing the MAC in the storage device (Candelore, Col 4 lines 45-64) the 
method further comprising: storing copyright messages with the bitstream information; 
and preventing bitstreams, which have been altered from being used to configure an 
FPGA (Lawman, Col 10 lines 55-60). 
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35. As per claim 50: 

Lawman and Candelore discloses "The method of claim 48 further comprising: 
recording the message authentication code (Candelore, Col 4 lines 45-64) along with 
corresponding identification information for a product containing the FPGA (Lawman, 
Col 10 lines 50-60); and However, Lawman and Candelore are silent on"examining the 
message authentication code stored in the nonvolatile memory of a product containing a 
pirated FPGA design, which will enable determining the identity of the customer to 
whom the pirated FPGA was originally supplied using a record of MACs and 
corresponding product identification". 

Nevertheless, it would have been obvious at the time of the invention was made 
for one having ordinary skill in the art to realize that the MACs information and 
production information can be easily associated with a user or customer and 
identifiable. 

Response to Arguments 

1 . Applicants arguments, see Amendment, filed 1 1/22/04, with respect to the 
rejection(s) of claim(s) 1-3, 5, 9, 11-13, 16, 25-27, 29, 33, 35, 37, and 41 under 35 USC 
102(e) and Claims 4, 7, 8, 18-21, and 31-32 under 35 USC 103(a) have been fully 
considered and are persuasive. Therefore, the rejection has been withdrawn. 
However, upon further consideration, a new ground(s) of rejection is made in view of 
Lawman, Erickson, Plants, Candelore. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Linh LD Son whose telephone number is 571-272-3856. 
The examiner can normally be reached on 9-6 (M-F). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). / 



Linh LD Son 
Examiner 
Art Unit 2135 
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